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Executive Summary

Introduction
Business-to-Consumer (B2C) electronic commerce 
(e-commerce) offers Australian consumers and 
businesses substantial economic and social 
benefits, while presenting consumers with a 
number of new challenges due to the differences 
between shopping online and in the traditional retail 
environment.

The Australian E-commerce Best Practice Model 
(the BPM) sets standards for consumer protection 
in e-commerce. It provides industry groups and 
individual businesses with a voluntary model code 
of conduct for dealing with consumers online, 
which is underpinned in several areas by legislative 
requirements. The BPM was developed with the 
advice of the Expert Group on Electronic Commerce 
(the Expert Group) and was released by the 
Australian Government in May 2000.

In order to assess whether the BPM has been 
effective in providing guidance to business on the 
best way to deal with consumers online and to 
ensure that the Australian Government responds 
effectively to recent and foreseeable developments 
in e-commerce, the BPM will now be formally 
reviewed. The review will be led by the Expert 
Group, which will conduct a public consultation 
process to inform interested parties about the review 
and to invite feedback.

The Internet and B2C E-Commerce
Since the BPM was developed in the late 1990s, 
there have been important changes in the way 
consumers use the Internet and e-commerce. 
Australians have grown more accustomed to the 
Internet and its applications. Points of access to the 

Internet have continued to grow, and mobile devices 
have increasingly become Internet enabled. 

Australians now use the Internet to shop, make 
payments and access financial services with an 
ease and immediacy not previously available. On 
average, approximately one million Australians aged 
14 years and over made a purchase online in each 
week of 2002-03. This represented an increase of 
85 per cent since 2000-01. Travel related services 
are the most popular online shopping category. 

The Best Practice Model
The BPM provides guidance to businesses 
and consumers on the elements of an effective 
self-regulatory framework for consumer protection in 
e-commerce. It is primarily designed to be adopted 
by industry associations and their members as part 
of their codes of conduct, and to guide the trading 
practices of individual businesses. 

The development of the BPM was a key initiative 
arising from the Australian Government’s Policy 
Framework for Consumer Protection in Electronic 
Commerce (the Policy Framework). The Policy 
Framework established the objective of building 
a world-class consumer protection environment 
for e-commerce in Australia and described the 
principles that guide its initiatives in achieving this 
goal. 

In developing the BPM, the Government sought 
to implement the elements of the Organisation for 
Economic Cooperation and Development (OECD) 
Guidelines for Consumer Protection in the Context 
of Electronic Commerce (the OECD Guidelines). 
The OECD Guidelines define the characteristics of 
effective consumer protection in e-commerce and 
were the result of several years of discussion and 
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1.2 The Expert Group on 

Electronic Commerce
The Expert Group is composed of leading industry 
and consumer professionals with the role of 
advising the Australian Government on consumer 
protection policy in e-commerce. In reviewing the 
BPM, the Expert Group will consider submissions 
arising from this discussion paper. The members of 
the Expert Group are listed below. 

Members:
Ms Clare Barrett-Lennard
General Counsel & Company Secretary
ERG Limited

Mr Daniel Maurice 
Business Development Manager
Asia Pacific Technical Support
Cisco Systems 

Mr Mark Sneddon
Partner
Clayton Utz

Mr Patrick Fair
Partner
Baker & McKenzie

Mr Keith Besgrove
Chief General Manager, Regulation
National Office for the Information Economy

Mr Geoff Lewis 
Executive Director 
Amcon Solutions Group

Ms Louise Sylvan
Chief Executive Officer
Australian Consumers’ Association

Mr Daniel Petre 
Director
Sustainable Leadership

Mr David Warner
Global IT Manager
Flight Centre Limited

Mr Martin Rees
Partner 
KPMG & Director Tas Business On-Line

Mr Paul Geason 
Managing Director, Data Solutions and Sales, Business and Government
Telstra Corporation Limited

Further information on the Expert Group and its members is available at 
www.ecommerce.treasury.gov.au/html/expert.htm
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1.3 Consultation Process
Public consultation on the review of the BPM 
will occur through a combination of submissions 
and targeted consultations led by the Expert 
Group. Submissions are welcome from consumer 
organisations, individual businesses, industry 
associations, Commonwealth, State and Territory 
Government agencies, and other interested parties.

Submissions may address all aspects of the BPM, 
as well as the range of ways in which the Australian 
Government can effectively respond to current 
and emerging online consumer policy challenges. 
They may be lodged electronically or by post or 
facsimile. Submissions and requests for further 
information should be directed to the Expert Group’s 
secretariat at:

Postal Address:

 Review of the Australian E-commerce 
 Best Practice Model 
 Competition and Consumer Policy
 Division
 Department of the Treasury
 Langton Crescent
 CANBERRA  ACT  2600

Phone: 02 6263 2989

Fax: 02 6263 3964

E-mail: ecommerce@treasury.gov.au

The key dates for the review are:

Date Activity

31 October 2003 Start of consultation period 

28 November 2003 Closing date for submissions

13 February 2004 End of targeted consultations

21 May 2004 Release of final report

All submissions will be published on the Department of the Treasury’s e-commerce website 
(www.ecommerce.treasury.gov.au/bpmreview) subject to any claims for confidentiality. 
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The Internet and B2C E-commerce 

related applications since the release of the BPM 
in May 2000. At September 2002, 65 per cent of 
Australian households7 either owned or leased 
a personal computer (PC), while 54 per cent of 
Australian households had access to the Internet 
at home (as shown in Chart 18). The percentage of 
households with Internet access has grown by over 
60 per cent since the release of the BPM.

Australian households are gradually shifting 
from narrowband to broadband services. In the 
period June 2001 to March 2003, the percentage 
of home Internet users accessing the Internet 
through broadband services in Australia increased 
from 5 per cent to over 13 per cent. A significant 
upward shift in the level of home broadband users 
in Australia has been particularly evident since 
June 2002. This trend reflects increased levels 
of connectivity for technologies and indicates an 
increasing level of awareness of the benefits9 of 
broadband services within the community. 

Since the BPM was developed in the late 1990s, 
there have been important changes in the way 
consumers use the Internet and e-commerce. 
Australians have grown more accustomed to the 
Internet and its applications. Points of access to 
the Internet have continued to grow, and mobile 
devices have increasingly become Internet enabled. 
Australians now use the Internet to shop, make 
payments and access financial services with an ease 
and immediacy not previously available.

The following discussion examines the progress and 
experience of consumers and businesses in utilising 
the Internet. Amongst other things, the discussion 
highlights some of the problems which consumers 
encounter when engaging in e-commerce.

2.1 Consumer Use of the 
Internet and E-commerce

This section provides an overview of how Australian 
consumers have adopted the Internet and its 
applications. Unless otherwise stated, the data 
referred to were compiled by the National Office 
for the Information Economy (NOIE). In particular, 
the NOIE publications, Current State of Play5 and 
NOIE Information Economy Index 20036 provide a 
detailed account of Australia’s online performance 
in the context of the global information economy. 

There has been a steady increase in the percentage 
of households that have adopted the Internet and its 

2.0

5 The latest edition of The Current State of Play is available at www.noie.gov.au/publications/NOIE/NOIE_index/Aug03/index.htm
6 The NOIE Information Economy Index 2003 is available at www.noie.gov.au/publications/NOIE/NOIE_index/Aug03/index.htm
7 A household is defined as a group of one or more persons in a private dwelling who consider themselves to be separate from other 

persons in the dwelling, and who make regular provision to take meals separately from other persons.
8 Based on data provided by NOIE.
9 Broadband access offers many benefits to consumers as it supports a more sophisticated and intensive use of online content, particularly 

through high bandwidth interactive services such as web-casting. However, consumers using broadband services may also be faced with 
increased risks, which are discussed more fully in section 4.1.2.2 of this paper.
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Australians use the Internet for a broad range of 
activities. The most popular uses for the Internet 
at home during 2000 were e-mail or chat rooms, 
general browsing, and searching for information 
related to work10. Since then, it appears that 
consumers have begun to use the Internet in a 
more interactive way, with the largest growth in 
use involving banking related services (such as 
accessing account balances and transferring funds), 
online shopping (especially flight bookings), and 
interactive gaming. 

2.1.1 B2C E-commerce
AC Nielsen data commissioned by NOIE indicate 
that, on average11, approximately one million 
Australians aged 14 years and over made a 
purchase online in any given week of 2002-03. 
This represented an increase of 85 per cent since 
2000-01.

Since December 2000, there has been consistency 
as to the types of goods purchased online, with 
standard consumer goods such as software, 
hardware, books, food, clothing, music and videos/
DVDs being amongst the items most commonly 
purchased. 

Chart 212 shows the change in the number of 
persons purchasing various items online since 
December 2000. The greatest proportional growth 
was observed for purchases of travel and related 
services. This category accounted for purchases by 
an average of 320,000 persons a week in the twelve 
months to June 2003 compared to 58,000 in the 
twelve months to December 2000, an increase of 
452 per cent. Travel related services are now the 
most popular online shopping category in Australia.

The chart also reveals that other product categories 
for which there was significant growth in B2C 
e-commerce transactions over the same period 
were books, computer software, computer hardware, 
music and videos, clothing and share trading. 

Chart 2: Persons 14 years and over shopping online
(annual weekly average)
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10 Household Use of Information Technology [8146.0], Australian Bureau of Statistics, 2000.
11 AC Nielsen annual average estimates are based on monthly surveys of household use of information technology.
12 Based on research commissioned by NOIE from AC Nielsen.

Chart 1: Household Internet access 1998 – 2002
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2.2 Consumer Complaints
Data on consumer complaints provide a useful 
insight into the experiences of online consumers. 
Data for 2002 collated by the International 
Consumer Protection and Enforcement Network 
(ICPEN) indicate that, globally, e-commerce 
consumer complaints most commonly relate to 
catalogue sales, Internet auctions, and computer 
equipment13. Other complaints relate to Internet 
access/portal services, foreign money offers, the 
promotion of business opportunities, and adult 
websites14. 

Chart 3 presents a breakdown of the consumer law 
violations relating to this complaint data. Violations 
most frequently concerned undelivered goods and 
services, an inability to contact the merchant, the 
failure of the merchant to honour refund policies or 
warranties and unordered or unauthorised billing15. 

The international complaint figures appear 
consistent with the domestic trends observed 
by the Australian Competition and Consumer 
Commission (ACCC). In the year ending 30 June 
2003, the ACCC’s Information Centre received 
2,899 complaints relating to online conduct16 by 
businesses. This represented 5.4 per cent of all 
complaints received by the ACCC. The number and 
nature of online-related complaints had not altered 
significantly from the previous year.

The issues or conduct which most commonly gave 
rise to e-commerce complaints to the ACCC are set 
out in Table 1. This table combines data on both 
B2C and business-to-business (B2B) e-commerce 
complaints. The table shows that misleading 
advertising or prices, domain name renewals and 
pyramid selling accounted for 50 per cent of all 
e-commerce complaints received by the ACCC in 
the twelve months to 1 July 2003. 

Data from the ACCC also show that sixteen online 
traders accounted for nearly half of all online-related 
complaints received by the Commission during 
this period. These traders generated consumer 
complaints concerning: domain name renewal; 
dissatisfaction with Internet broadband/ADSL 
services; modem jacking17; warranty issues in 
relation to goods sold over the Internet; Internet 
service refunds; misleading advertising on the 
Internet; slow Internet downloads; STD charges for 
dialling ISPs; and changes to terms and conditions 
which resulted in additional charges for Internet 
usage. 

Chart 3: Econsumer Complaints Top Violations
January 1 – December 31, 2002
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Table 1: Types of e-commerce complaints received by the ACCC 
(30 June 02 -  30 June 03))

Issues or conduct Percentage of complaints

Misleading advertising or prices 23

Domain name renewals 20

Pyramid selling and other scams 7

Unsolicited goods or services 4

Warranty matters 4

Anti-competitive arrangements 2

Unconscionable conduct 1

Source: Based on data supplied by the ACCC. 

13 This data is collected through the econsumer.gov website administered by the US Federal Trade Commission, and is available at 
www.econsumer.gov/english/contentfiles/pdfs/PU15JanJun2003.pdf

14 It should be noted that these products and services were also amongst the most popular areas of e-commerce. It is therefore difficult to 
establish whether consumers experienced a disproportionately high number of problems when purchasing these products or services.

15 The percentages shown in Chart 3 are based on the total number of e-commerce consumer law violations reported (3,848) between 
January 1 and December 31, 2002, as distinct from the total number of e-commerce consumer complaints. One complaint may 
correspond to multiple law violations.

16 Based on data supplied by the ACCC.
17 Modem jacking is a technique used to alter the Internet access and Internet Service Provider of victims without them being aware of it.
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2.3 Business Use of the 

Internet and E-commerce 
In July 2003, Telstra released its Yellow Pages 
Business Index: E-business Report18 (the 
E-business Report) on the online experiences of 
Australian small and medium enterprises (SMEs). 
The report examines the attitudes of SMEs towards 
e-commerce and their experience with it. While the 
report does not distinguish between B2C and B2B 
e-commerce, it does provide valuable information 
on the extent to which Australian SMEs have 
adopted e-commerce. 

The E-business Report found that the proportion 
of small businesses with a website increased over 
the 12 months to July 2003 from 34 per cent to 
36 per cent. Website penetration rates for medium-
sized businesses were significantly higher and 
grew more strongly over the same period, from 
71 per cent in 2002 to 82 per cent in 2003. 

In contrast, almost all large businesses had a 
website and access to the Internet in 2002. Data 
from the ABS19 suggest that larger businesses 
access the Internet in a greater variety of ways 
than do smaller businesses. While 46 per cent of 
large businesses using the Internet had access 
via a dial-up modem in 2001-02, other methods 
of access included ISDN and other high-speed 
technologies20. In contrast, 88 per cent of small 
businesses with Internet access used dial-up 
modems, with other forms of access being far less 
common.

The E-business Report indicated that the proportion 
of SMEs that used the Internet to sell products and 
services has increased. 33 per cent of all SMEs 
took orders online in 2003, as compared with 
30 per cent in 2002. The proportion of SMEs that 
received payment for sales over the Internet grew 
more quickly, increasing from 26 per cent (in 2002) 
to 32 per cent (in 2003) for small businesses and 
from 50 per cent to 63 per cent for medium sized 
businesses.

The strongest area of growth in Internet use by SMEs 
has been accessing and using online catalogues 
(undertaken by 53 per cent of SMEs in 2003, as 
compared with 46 per cent in 2002) and receiving 

payments for products and services (a rise from 
27 per cent to 34 per cent). The largest group of 
customers that SMEs sold to online were those 
based in the same city or town as the SME. 

Finally, the E-business Report indicated that 
security, including the ability of others to 
compromise security systems, was the primary 
concern cited by SMEs when queried about the 
barriers to engaging in e-commerce. Another 
common reason for not adopting e-commerce was a 
judgement that the technology was not suited to the 
nature of the business.

2.4 Questions for Discussion 
on B2C E-commerce

Questions for consumers:
1. What concerns do you have about shopping 

over the Internet? 

2. What factors have contributed to these 
concerns?

3. How have you addressed these concerns?

Questions for businesses: 
4. What challenges have you faced in dealing 

with consumers over the Internet? 

5. How have you addressed these challenges? 

Questions for government, academia and 
industry organisations:
6. Are you aware of any feedback from 

businesses or consumers on the inhibitors 
to B2C e-commerce? Can you point to any 
research or data of interest in this regard?

18 The Yellow Pages Business Index – Small and Medium Enterprises is an ongoing series of surveys designed to track confidence and 
behaviour amongst small and medium sized businesses. The May 2003 Yellow Pages Business Index survey included questions on 
technology usage and e-commerce. Responses to these questions form the basis of the E-business Report. Interviews were conducted 
with 1,800 small and medium businesses over the period 15 April to 9 May 2003. Small and medium businesses are defined as those 
with 0-20 and 20-199 employees respectively.

19  Business Use of Information Technology, Australia [8129.0], Australian Bureau of Statistics, 2003.
20  Large businesses are defined by the ABS as those that have over 100 employees. 
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3.0
The Best Practice Model 

member countries, to which Australia made a major 
contribution.

3.1 Australia’s E-commerce 
Policy Framework

The BPM reflects the Australian Government’s 
preference for effective industry self-regulation in 
consumer protection, as articulated in its Policy 
Framework. The Policy Framework was released in 
October 1999 and states: the Government’s overall 
objective of building a world class consumer 
protection environment for e-commerce in Australia; 
the principles that will assist in achieving this 
objective; the key consumer protection issues that 
e-commerce presents; and the ways in which the 
Government will seek to address these issues.

Due to the differences between shopping online and 
in the traditional retail environment, e-commerce 
presents consumers with a number of particular 
challenges and concerns. The Policy Framework 
identified these as being the:

� access by consumers to adequate information 
for decision-making in the online environment; 

� security of payment methods; 

� adequacy of avenues for redress, which may 
be hindered by the cross-border nature of 
e-commerce; 

� need to determine the appropriate jurisdiction 
for e-commerce transactions; and

� privacy of personal information.

In addressing these issues and pursuing its overall 
objective for consumer protection, the Government 

The development of the BPM was a key initiative 
arising from the Australian Government’s Policy 
Framework for Consumer Protection in Electronic 
Commerce (The Policy Framework). The Policy 
Framework established the Government’s objective 
of building a world-class consumer protection 
environment for e-commerce in Australia and 
described the principles that guide its initiatives in 
achieving this goal.

The BPM provides guidance to businesses 
and consumers on the elements of an effective 
self-regulatory framework for consumer protection in 
e-commerce. It is primarily designed to be adopted 
by industry associations and their members as part 
of their codes of conduct, and to guide the trading 
practices of individual businesses. 

The BPM consists of a series of guidance principles 
in a range of areas including: the provision 
of information to consumers; identification of 
businesses; fair business practices; security 
of payments; privacy; dispute resolution; and 
advertising and marketing. While adoption of the 
BPM is voluntary, several of the standards in the 
model are legal requirements and reference is made 
throughout the BPM to relevant legislation.

In developing the BPM, the Australian Government 
sought to implement the elements of the 
Organisation for Economic Cooperation and 
Development (OECD) Guidelines for Consumer 
Protection in the Context of Electronic Commerce 
(the OECD Guidelines21). The OECD Guidelines 
represent an international attempt to define the 
characteristics of effective consumer protection 
in e-commerce. They were the result of several 
years of discussion and consultation between 

21 The Guidelines are available on the Internet at www.oecd.org/dsti/sti/it/consumer/.
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applies five key principles, which are set out in the 
Policy Framework and discussed below.

Functional Equivalence and Technology 
Neutrality
Consumers should have at least the same level 
of protection when engaged in e-commerce as in 
traditional shopping. 

Promoting the Interests of Consumers
Trust is the basis of successful online trading, 
just as it is offline. Adequate protection should be 
given to consumers to encourage participation in 
e-commerce.

Promoting the Interests of Australian 
Business
Australian businesses should not be disadvantaged 
in the global marketplace by the need to comply 
with an onerous regulatory burden. They will be 
at an advantage if they develop an international 
reputation for best practice in their dealings with 
consumers.

Dual Roles of Industry and Government
Industry will assume a leading role in providing 
effective consumer protection through innovative 
self-regulatory schemes. The Government, 
in consultation with consumers, will provide 
guidance and support to industry and will educate 
consumers about the benefits and risks of the online 
environment.

International Co-operation
Consumer protection in Australia will be developed 
in accordance with international principles.

Based on these five principles, the Government 
has developed an approach to online consumer 
protection that emphasises industry self-regulation, 
supported by well-designed consumer education 
initiatives and robust legislative safeguards. The 
BPM, together with its legislative underpinnings and 
associated promotional and educational campaign, 
exemplifies this approach.

3.2 The OECD Guidelines and 
International Cooperation

The OECD Guidelines provide both a framework 
and a set of principles that inform businesses and 
consumers of the types of information disclosure 
and fair trading practices expected of businesses 
engaged in e-commerce. 

Since their release in December 1999, the OECD 
Guidelines have been adopted by most member 
countries as the chief policy document for 
consumer protection in e-commerce. There is no 
specified method in which the OECD Guidelines 
are to be implemented. This means that member 
countries have been free to pursue a range of 
initiatives, consistent with the OECD Guidelines, 
to enhance consumer protection in e-commerce. 
In many countries, the OECD Guidelines serve 

as the basis for government and private sector 
development of B2C e-commerce codes of conduct, 
self-regulatory programs and trust mark22 schemes.

In some countries, including Australia, Canada, and 
New Zealand, B2C e-commerce codes of conduct 
have been developed through consultation between 
government agencies, industry, and consumer 
organisations. The BPM is an example of this 
approach. In other OECD countries, such as the 
United Kingdom and the United States, trust marks 
and seals of assurance have been used to build 
consumers’ confidence in e-commerce.

Appendix A to this paper contains further 
information on international approaches to 
consumer protection in B2C e-commerce. 

3.2.1 International Co-operation 
and Enforcement

Since the release of the BPM in 2000, there has 
been an increase in cooperation between national 
consumer protection policy and law enforcement 
agencies worldwide. Given the global nature of 
e-commerce, this has had significant implications 
for the enforcement of online trading standards, 
including those set out in the OECD Guidelines 
and reflected in the BPM. Much of this closer 
cooperation has stemmed from the work of two 
international fora – the International Consumer 
Protection and Enforcement Network (ICPEN) and 
the OECD Committee on Consumer Policy (CCP). 
Australia has made a major contribution to the work 
of both these bodies.

Appendix B to this paper contains further 
information on the work of ICPEN and the CCP.

3.3 The BPM’s Guidance 
Principles

The BPM is designed to empower consumers who 
engage in e-commerce by encouraging businesses 
to disclose information on themselves and their 
trade practices - namely who they are, how they 
conduct transactions, and how they address 
consumer complaints.

Many of the BPM’s guidance principles, while 
voluntary, are underpinned by legislation. In 
particular, the Trade Practices Act 1974 (the TPA) 
and State and Territory fair trading legislation 
protect consumers in online transactions in 
the same way that they provide safeguards 
in conventional transactions. In addition, the 
Electronic Transactions Act 1999, in conjunction 
with complementary State and Territory legislation, 
enables the legal recognition of electronic 
communications. This Act helps to ensure that 
commercial transactions conducted electronically 
are treated in the same way as paper-based 
transactions. 

22 Trust marks are accreditation schemes established to promote good online practices.
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The BPM is not a replacement for general consumer 
protection laws or any other laws or codes of 
conduct to which a business may be subject, 
and complying with the BPM does not exempt a 
business from its other obligations.

The areas in which the BPM provides guidance to 
business are listed below. A fuller discussion of 
the guidance principles is provided in Appendix C 
to this paper, along with reference to the relevant 
legislation underpinning the principles. 

The BPM provides guidance on:

� fair business practices

� accessibility of e-commerce to consumers

� disability access

� advertising and marketing

� engaging with minors

� information to identify the business

� contractual information 

� procedures for the conclusion of contracts

� payment mechanisms

� security and authentication

� internal complaint handling

� external dispute resolution

� the law and forum applicable to e-commerce 
transactions

3.4 Awareness of the BPM 
The Department of the Treasury has engaged in 
a range of activities to promote awareness of the 
BPM to businesses. Copies of the BPM have 
been distributed both as a hard-copy publication 
and in electronic form. The BPM has also been 
disseminated through Australian Government 
agencies including the ACCC, the Australian 
Securities and Investments Commission (ASIC), 
NOIE, and the Office of the Federal Privacy 
Commissioner. 

Following the release of the BPM, Treasury officers 
met with representatives of industry associations 
and individual businesses, and have promoted the 
BPM at speaking engagements, conferences and 
industry seminars. 

The BPM has also been publicised online. 
The Department of the Treasury’s e-commerce 
website (www.ecommerce.treasury.gov.au) 
provides tools and reference materials designed 
to assist businesses to implement the BPM’s 
guidance principles. The website also serves as an 
information resource for consumers.

The Government has also developed resources to 
help consumers assess whether online businesses 
are acting in accordance with the principles of 
the BPM. For example, in 2000, the Australian 
Government released a brochure entitled 10 Things 
to Check before Shopping on the Internet. The 
brochure, which is based on the key principles of 

the BPM, provides consumers with a ready reference 
to important information to glean from a website 
before committing to a transaction. 

More recently, the Australian Government has 
released ConsumerPING23, a piece of application 
software which provides consumers with information 
specific to where they are browsing on the Internet. 
The software houses a Site Analyser Plugin which, 
when activated, can detect where key pieces of 
information can be located on a business’ website 
(such as any privacy policy and contractual terms 
and conditions). This feature assists consumers 
to assess the business practices embodied in a 
website, including the extent to which the website 
adheres to many of the information disclosure 
requirements of the BPM.

3.5 Adoption of the BPM
The Australian Government has encouraged industry 
associations and individual businesses to adopt the 
BPM by means of a targeted promotional campaign 
and the design of a BPM logo that is available to 
businesses that adopt the BPM guidance principles. 

The BPM was drafted in industry neutral language 
to allow a range of industries to incorporate the 
best practice principles in their own industry 
codes or practices. Since its release, three industry 
associations have endorsed the BPM or agreed 
in principle to adopt it. The Internet Industry 
Association Board and the Financial Planning 
Association have endorsed the BPM, while the 
Mortgage Industry Association of Australia has 
agreed in principle to adopt the BPM.

The Internet Industry Association (IIA) has 
developed a Content Regulation Code of Practice, 
which is primarily concerned with raising user 
confidence on the Internet. The provisions of 
this code mirror most of the guidance principles 
outlined in the BPM. 

In accordance with section 14 of the BPM, 
the Department of the Treasury also maintains 
a voluntary register of businesses claiming 
compliance with the model code. Forty-seven, 
predominantly small to medium sized businesses 
have registered their adoption of the BPM. This 
figure represents voluntary registration with the 
Department and does not necessarily reflect overall 
adoption of the BPM. Business feedback received by 
the Department suggests that the notified adoption 
of the BPM may significantly understate the value of 
the BPM to businesses and consumers, reflecting 
the voluntary nature of the notification procedures.

Outside of formal adoption of the BPM, the best 
practice principles that it incorporates have a 
broader role in influencing the fair-trading and 
disclosure practices of businesses engaged in 
e-commerce. The extent of such influence is 
necessarily difficult to measure. However, a number 
of Internet surveys have been conducted in recent 

23 ConsumerPING is available at www.consumerping.gov.au
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years, which provide a useful insight into the 
practices of online retailers, including the extent to 
which their e-commerce practices are consistent 
with the principles of the BPM (in Australia) or the 
OECD Guidelines (overseas). Information on some 
of the more relevant of these surveys is contained in 
Appendix D to this paper. 

3.5.1 BPM logo
The What is Best Practice – Australian e-commerce 
best practice model logo, (shown left), informs 
consumers that the business supports best practice 
in online consumer protection. Businesses that 
adopt the BPM guidance principles may download 
and display the model code’s logo from the 
Department of the Treasury’s e-commerce website 
on a self-assessment basis. As at November 2003, 
less than half of all businesses that registered their 
adoption of the BPM displayed the logo on their 
website.

When consumers ‘click’ on the logo they are 
directed to the Department of the Treasury’s 
e-commerce website, which contains information 
about online shopping and the BPM. Businesses 
are advised when adopting the BPM that the logo 
is neither a form of accreditation nor a seal of 
approval. As such, the Department of the Treasury 
does not audit websites displaying the logo for 
compliance with the BPM principles. 

3.6 Questions for Discussion 
on the BPM

Questions for consumers:
7. In shopping online have you become aware of 

the BPM? Are you aware of the BPM logo? 

8. What factors are important in reaching a 
sufficiently high level of confidence to transact 
online? 

Questions for businesses: 
9. Were you previously aware of the BPM? If 

you were, did you seek to adopt the advice 
contained in the BPM? 

10. If so, does your business website display the 
BPM logo? If your business website does 
display the BPM logo, was this helpful for your 
business? If not, why not? In your experience, 
is consumer behaviour influenced by online 
logos?

11. If you have not previously been aware of the 
BPM, what factors do you consider to be 
important in achieving good B2C practice 
online?

Question for consumers, businesses, 
industry, organisations and academia:
12. Do you have any comments on how best to 

ensure consumers are protected online?

13. The Australian Government’s current 
approach to consumer protection online is 
to emphasise self-regulation and involves 
working co-operatively with industry and 
consumer organisations. Is this an appropriate 
approach, given the nature of problems you 
are observing?

Questions for governments and academia:
14. In addition to those studies referred to in 

Appendix D of this paper, are you aware of any 
other research into the practices of Australian 
businesses engaged in B2C e-commerce?

b e s t p r a c t i c e m o d e l

What is Best Practice?

Australian
e-commerce
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4.0
Current and Emerging 
Consumer Challenges

respond to the current and emerging consumer 
policy challenges in B2C e-commerce.

The following discussion considers each of the 
issues identified above, and their implications for 
government, businesses and consumers. Although 
the discussion is confined to those key issues, 
interested parties may comment on any matter 
of concern to them, which relates to consumer 
protection in B2C e-commerce. Submissions may 
contain suggestions on changes to the content or 
method of operation of the BPM or other action that 
the Government might take outside of the BPM. 

4.1 Scams and Security
Consumers engaged in e-commerce are vulnerable 
to a range of misleading or unconscionable 
activities or ‘scams’, such as get-rich-quick 
schemes, pyramid schemes, misleading business 
opportunities and phoney prizes and lotteries. 
A distinct, but related concern of consumers is 
the need for secure payment methods and the 
protection of personal information so as to guard 
against the actions of hackers and the susceptibility 
of PCs to invading spyware24 and viruses. 

4.1.1 Scams
The Internet’s wide reach, speed of communication 
and apparent anonymity make it an attractive 
medium for unscrupulous parties to engage in 
misleading or unconscionable conduct. 

In Australia, the TPA and complementary State and 
Territory fair trading legislation prohibit misleading 
and deceptive conduct such as scams. In addition, 
information prepared by the Australian Government 
and State and Territory governments advises 

Since the release of the BPM, many of the consumer 
protection issues identified in the Policy Framework 
and the BPM continue to evolve and require the 
ongoing attention of governments, businesses and 
consumers. These issues include the: 

� vulnerability of consumers to scams and the 
need for appropriate security for consumers’ 
personal and payment information;

� growth of unsolicited commercial e-mail 
(spam);

� need to ensure that consumers’ private 
information is handled appropriately;

� need to ensure the disclosure and easy 
accessibility of the information important to 
consumers’ online purchasing decisions; and

� need for consumers to have ready access to 
effective avenues of redress, in the event that 
problems with an online purchase arise.

In addition, there have been several developments 
to the technologies and market relationships that 
are important in B2C e-commerce. Of particular 
significance is the emergence of mobile commerce 
(m-commerce), due to the increased use of Internet 
enabled mobile handsets and wireless fidelity (WiFi) 
technology.

These current and emerging consumer challenges 
have been addressed in a variety of ways by 
government and the private sector, both in Australia 
and internationally, through initiatives ranging from 
legislation to self-regulatory schemes and consumer 
education programmes. 

The Expert Group has been asked to advise the 
Government on ways in which it can effectively 

24 Spyware is software that monitors and transmits what consumers are doing on the Internet without their consent.
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consumers on how to protect themselves against 
scams. For example, the Australian Government has 
produced a booklet entitled The Little Black Book of 
Scams that contains practical information on how 
consumers can identify and avoid scams. Alerts 
on current scams are also issued by a number of 
Commonwealth, State, and Territory government 
agencies, although there is currently no centralised 
mechanism for disseminating these alerts to 
consumers. 

4.1.2 Security
A key concern of consumers when shopping online 
is the need to ensure the security of their personal 
and payment information. B2C e-commerce gives 
rise to security issues in the areas of:

� Identity

 Consumers may find it difficult to ascertain 
the integrity of the party with which they 
are dealing online. Online businesses may 
require guidance on how to effectively signal 
to consumers that they are legitimate. For 
instance, bank customers have been subject to 
spoof website deceptions aimed at obtaining 
customer numbers and passwords.

� Payment

 Consumers may be wary of sending their 
credit card and other personal information 
across the Internet. Online businesses may 
require guidance on how to appropriately 
secure their transaction processes and 
reassure their customers.

� Storage

 Consumers may be concerned about the 
security of their personal information which 
is stored by a business. Online businesses 
may require guidance on how to appropriately 
secure their customer information and 
reassure their customers. 

� Responsibility

 Consumers and businesses may not be aware 
whose responsibility it is to secure personal 
and sensitive information. Consumers and 
businesses may require guidance on what 
measures each party can adopt to minimise 
the risks of a security breach and how best to 
establish their respective responsibilities in 
this regard.

Businesses, consumers and governments have 
responded to these security issues in a variety of 
ways. The Australian Government has promoted the 
importance of online security and has encouraged 
the private sector to take the lead in developing 
adequate security systems for B2C e-commerce. 
These efforts have been complemented by those 
of consumers in adopting appropriate security 
technologies and practices.

4.1.2.1 Business Initiatives 
The most advanced work in e-commerce security 
has been generally undertaken by the private 
sector and by financial institutions in particular. 
In Australia, major banks have been working 
to establish digital certificate systems for 
e-commerce. This is known as the ‘Angus’ project, 
and is part of the global ‘Identrus’ electronic trust 
and payments scheme. 

Credit card companies such as Visa25 and 
Mastercard26 now offer services that have been 
designed to minimise fraud and that reassure 
consumers about shopping online. The Internet 
industry has also produced information and 
educational resources relating to online security. 
In August 2003, the IIA launched its Security 
Portal initiative27, which provides information, 
links and other resources designed to assist 
small to medium sized businesses and individual 
consumers to protect themselves online. The goal 
of the Security Portal is to bring together the best 
available information on Internet security issues and 
solutions.

4.1.2.2 Consumer Initiatives
Consumers have a number of options for securing 
their PCs and online transactions. These include 
establishing computer passwords, installing 
anti-virus and firewall software, scrutinising the 
information on websites and using safe payment 
mechanisms such as escrow services. 

However, while consumers may be familiar with 
these security tools they may not always be aware 
of how to utilise or configure them effectively or 
may not employ the correct tool to meet a particular 
security threat. For example, consumers may place 
a password on their computer in the expectation 
that it will prevent unauthorised access but may not 
be aware of the potential for unauthorised access 
via the Internet. Similarly, consumers may load 
anti-virus software onto their PC in the expectation 
that it will combat viruses but may not be aware 
that the software must be updated routinely (often 
weekly) with antidotes to the latest computer viruses 
circulating the Internet. 

With the growing popularity of broadband, 
consumers may not be aware that a continuous 
Internet connection poses greater risks than 
low speed access to the Internet. Broadband 
connections allow unwanted intruders to gain entry 
more swiftly to the consumer’s PC and to attempt 
more methods of attack. A connection to the Internet 
that is always live poses potentially significant 
security risks for consumers. Because Australian 
consumers are in the early phase of adopting 
broadband, they may not be aware of the potential 
risks stemming from high speed Internet access nor 
be familiar with the protective measures available, 
such as firewalls28.

25 Further information is available at www.visa.com.au/tips/index.shtml
26 Further information is available at www.mastercard.com/au/cardholderservices/securecode/
27 The Security Portal can be accessed at www.security.iia.net.au.
28 A firewall is software or hardware designed to prevent external access to a computer.
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4.1.2.3 Government Initiatives
The Australian Government has encouraged 
businesses and consumers to adopt secure trading 
practices in B2C e-commerce. The BPM states that 
businesses should provide security appropriate 
for protecting consumers’ personal and payment 
information and should ensure that consumers 
have access to information about the security and 
authentication mechanisms that a business uses in 
clear, simple language. In addition, the Privacy Act 
1988 (the Privacy Act) requires that businesses take 
reasonable steps to protect the personal information 
of their customers. 

NOIE has also pursued a series of awareness-raising 
initiatives that inform businesses about the proper 
use of security measures to protect their information 
systems from threats such as hackers, viruses and 
service denial attacks. For example, the publication 
Trusting the Internet, released by NOIE in July 2002, 
helps small business owners and operators to 
understand online security issues.

The Expert Group is interested in determining to 
what extent Australian consumers and their personal 
information are secure when purchasing online. 

4.2 Unsolicited Commercial 
Electronic Messaging 

Unsolicited commercial electronic messaging 
(known as spam) is a major issue facing both 
businesses and consumers. For instance, more than 
50 per cent of e-mails sent world-wide are currently 
spam. Spam, whether delivered by e-mail, mobile 
messaging or other means poses an increasing 
threat to the Internet, and impairs the privacy, 
security and integrity of online transactions.

� Privacy

Spam is an intrusive form of marketing and, as 
such, infringes on consumers’ privacy. Often 
spammers collect or use personal information 
without the consent of the individual. 

 The Privacy Amendment (Private Sector) 
Act 2000, which came into force on 
21 December 2001, has the potential to 
reduce the amount of commercial spam. The 
Act contains the National Privacy Principles 
(NPPs). NPP 2.1(c) allows an organisation to 
use personal information for the secondary 
purpose of direct marketing without the 
consent of the individual, provided (amongst 
other things) the organisation can establish 
that it was not practicable to obtain the 
individual’s consent. 

 The Federal Privacy Commissioner has 
released Guidelines to the National Privacy 
Principles29. In relation to spam, the guidelines 
state that 

...as the cost of e-mailing is 
negligible, ordinarily it will not be 
‘impracticable’ to seek consent 
where an organisation chooses 
online methods of contact or 
communication.

 Section 4.3 of this paper discusses the issue 
of privacy, the Privacy Amendment (Private 
Sector) Act 2000 and the NPPs in more detail.

� Security

 Spam has been known to carry viruses, worms 
and other forms of malicious codes which may 
cause significant damage to consumers’ PCs. 

� Integrity

 Individuals are able to use the Internet to 
promote fraud through spam. Spam can 
promote scams such as pyramid schemes and 
through promotional campaigns. Some spam 
promotes scams that are specific to Internet 
users, such as modem-jacking, spoofing and 
scams involving online auctions. 

To date, there has been no specific legislation 
designed and intended to deal with spam. Some 
content-based legislation has application to 
spam including the Broadcasting Services Act 
1992, Interactive Gambling Act 2001, Crimes Act 
1914, and the TPA (which prohibits misleading 
and deceptive conduct). There are also several 
other educational, market-based, and self-
regulatory solutions that address aspects of 
spam. The Government’s Scamwatch website 
(www.scamwatch.gov.au) for instance informs 
consumers how to identify and deal with online 
scams. State and Territory fair trading agencies have 
also produced fact sheets and other resources to 
assist consumers in identifying and avoiding spam 
and online scams. 

Educational information is also provided privately 
by participants in the e-commerce market. Market-
based solutions such as filtering software provide 
a means of curtailing the amount of unsolicited 
commercial e-mail that consumers receive. 

To provide an effective legislative response to spam, 
in September 2003 the Government introduced the 
Spam Bill 2003 to Parliament which, when enacted, 
will provide:

� an opt-in regime for commercial electronic 
messaging firmly based on the principle of 
consent;

� a recognition of pre-existing business 
relationships and a restricted but appropriate 
recognition of other circumstances where 
consent can be implied;

� limited exemptions for governments, political 
parties, charities and educational institutions 
dealing with their students;

29 The Guidelines are available on the Internet at www.privacy.gov.au/news/pab.html#3.2 . 
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� a requirement for accurate identification of 

the message's originator and an unsubscribe 
facility where appropriate;

� a ban on electronic address harvesting tools, 
their use for the purposes of spamming, and 
harvested address lists;

� support for the development of appropriate 
industry codes;

� a flexible and dynamic civil sanctions regime 
including warnings, infringement notices 
and court awarded penalties, which will be 
enforced by the Australian Communications 
Authority (ACA). The courts can also 
compensate those who have suffered losses, 
and recover the financial gains made by 
spammers. 

The legislation will link in with other strands of a 
multi-layered strategy being pursued by Government 
in the form of educational and public awareness 
programs, the promotion of anti-spamming 
technologies, industry codes, and international 
cooperation30.

It is anticipated that the Bill will be passed 
during 2003. The sanctions provisions will take 
effect 120 days after Royal Assent to enable the 
educational programs to be implemented and for 
organisations to implement any necessary changes 
to accommodate the legislative requirements. 

One aspect of these educational programs will be 
to advise businesses on the minimum requirements 
they must meet in commercial electronic 
messaging, and what other options they may wish to 
consider, although these have not been stipulated in 
the legislation. 

In relation to advertising and marketing, the BPM 
states that businesses should:

� only send commercial e-mail to people with 
whom they have an existing relationship or to 
people who have already said that they want to 
receive commercial e-mail; 

� provide customers with accurate and easily 
accessible information that identifies them and 
how they can be contacted; and 

� have simple procedures so that consumers 
can let them know they do not want to receive 
commercial e-mail. 

Presuming that the Spam Bill 2003 is passed 
into law, these recommendations will in essence 
become the minimum requirements in commercial 
electronic messaging, and what then constitutes 
best practice will need to be re-examined.

In addition, industry codes of conduct are emerging 
which address the problem of spam in e-commerce, 
including in m-commerce.

The IIA has developed a draft code of practice on 
privacy that prohibits its members from sending 

direct marketing messages without the recipient’s 
permission. Similarly, the Australian Direct 
Marketing Association (ADMA) code of practice 
contains a range of restrictions on how consumer 
information is obtained and used by ADMA 
members in direct marketing campaigns. Finally, 
the telecommunications industry has developed 
a code of practice, under the auspices of the 
Australian Communications Industry Forum (ACIF), 
which deals with the issue of SMS spam. The 
Spam Bill 2003 provides the ACA with the ability 
to promote the development of, and to recognise, 
industry codes which complement the operation of 
the legislation in dealing with the issue of spam.

4.2.2 The International Experience 
in Combating Spam

Measures to regulate spam have been introduced in 
Korea, Japan, the US and the European Union (EU). 
In the US, approximately half the States have passed 
laws regulating spam. For example, legislation in 
Virginia now provides criminal sanctions for bulk 
spammers. At the Federal level, while Congress has 
considered a number of anti-spam bills, none of 
these have been passed. 

In May 2002, the European Parliament agreed with 
the position of the Council of the EU that unsolicited 
commercial communications sent by e-mail, SMS, 
facsimile or by automated calling machines should 
not be permitted without the prior permission of 
the user – known as a qualified opt-in approach. 
This position is embodied in the EU Directive on 
Privacy and Electronic Communications. Several EU 
member states have passed anti-spam legislation 
that adheres to the spirit of the Directive.

The EU Directive is focused on the protection 
of individual and societal rights, particularly 
with respect to personal and data privacy, and 
is essentially technology neutral. In providing a 
framework to promote consistent legislation by 
member states, the EU approach to spam differs 
from that in the US, where such a broad framework 
is lacking. 

Both South Korea and Japan have had some 
success in reducing the volume of locally sourced 
spam, through the use of targeted legislation and 
substantial penalties, but both have the advantage 
of being essentially ‘islands’ in terms of their 
language. Both still experience significant problems 
with spam originating from overseas, including from 
the US and China. 

4.3 Privacy
An important concern for consumers contemplating 
shopping online is the way in which businesses will 
handle their personal and sensitive information and 
the potential for its misuse. Advances in information 

30 Further information on these measures is available at www.noie.gov.au/projects/confidence/Improving/Spam.htm
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technology and the Internet have made it easier to 
collect, store, manipulate and disseminate personal 
information. In some instances consumers may 
be unaware when personal information has been 
obtained from them, as with the use of ‘cookies’31 
and clickstream technologies32.

The Government has developed a legal and 
regulatory framework to protect the privacy of 
consumers’ personal information when dealing with 
private sector organisations. This framework applies 
equally to e-commerce and to offline transactions 
and is contained in the Privacy Amendment (Private 
Sector) Act 2000, which contains amendments to 
the Privacy Act.

The amendments to the Privacy Act establish the 
National Privacy Principles (NPPs) as the minimum 
privacy standards to which the private sector must 
adhere. The NPPs protect consumers by ensuring 
that personal information is collected, stored and 
handled fairly by private sector organisations. The 
amendments also establish a co-regulatory national 
scheme for the handling of personal information, 
which enables organisations or industry sectors to 
develop privacy codes that can operate in place 
of the legislative requirements and be tailored to 
their own industry needs. Of specific relevance to 
e-commerce is the draft privacy code developed by 
the IIA, which has been submitted for registration 
under this scheme33.

The NPPs apply to organisations (including not for 
profit organisations) with an annual turnover of more 
than $3 million. The provisions also apply to all 
health service providers and those small businesses 
trading in personal information or related to a larger 
business. 

The BPM currently states that, as a minimum, 
businesses must adhere to the Federal Privacy 
Commissioner’s National Principles for the Fair 
Handling of Personal Information. However, these 
have now been surpassed as best practice in 
information privacy by the NPPs. The BPM also 
states that businesses should provide consumers 
with clear and easily accessible information online 
about the way they handle personal information.

4.4 Information Disclosure and 
Signposting

The need for consumers to have adequate 
information upon which to base their online 
purchasing decisions is an important requirement 
for achieving consumer sovereignty in e-commerce 
– that is, the ability of consumers to make 
independent, well-informed choices when shopping 
online.

Purchasing online differs in many ways from the 
traditional retail experience to which consumers 
are accustomed. Without face to face contact with 
the business, consumers obtain most of their 
information about an online retailer from its website. 
The website should therefore display, in a manner 
that makes it easily accessible, information that is 
typically implicit in conventional retail transactions, 
such as the physical location of the business. 
The display of this information on the website is 
also important in facilitating offline commerce, 
as consumers will often use the Internet to gather 
information on products or services prior to making 
a purchase using conventional means. 

While the BPM does provide guidance on the 
information that should be displayed on B2C 
websites, it does not indicate how or where this 
information should appear. The decision not to 
include guidelines on signposting (positioning of 
information) in the BPM reflected the formative 
nature of B2C e-commerce at the time the BPM was 
being developed. 

The Federal Privacy Commissioner’s Guidelines to 
the National Privacy Principles address the issue 
of signposting in the context of compliance with 
NPP 1.334. The Guidelines suggest that 

If an organisation collects personal 
information using a cookie, web bug 
or other means, it could give the NPP 
1.3 information in a statement clearly 
available on the website; for example, 
it could be linked directly from the 
homepage and other pages that 
make use of the devices.

In respect of forms located on a website, the 
guidelines suggest that the NPP 1.3 information 

…could be on the same page as the 
form or prominently linked to it; for 
example it could come up before the 
individual completes the transaction. 

31 A cookie is a mechanism that allows a website to record consumers’ comings and goings, usually without the consent or knowledge of 
the consumer. 

32 A clickstream is a term used to describe the virtual path or trail a user makes when surfing a website or the Internet. Clickstream analysis 
allows marketers to determine consumers’ usage patterns.

33 The draft IIA code was submitted for registration by the Office of the Federal Privacy Commissioner in March 2003. It is available at 
www.iia.net.au/privacycode.html.

34 NPP 1.3 imposes requirements on organisations to notify individuals when collecting information from them directly. It states that an 
 …organisation must take reasonable steps to ensure that the individual is made aware of the identity of the organisation, the fact that 

he or she is able to gain access to the information, the purpose for which the information is collected, the organisations (or the type 
of organisations) to which the organisation usually discloses information of that kind, any law that requires the particular information 
to be collected, and the main consequences (if any) for the individual if all or part of the information is not provided.
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Internationally, in May 2002 the OECD released Best 
Practice Examples under the OECD Guidelines on 
Consumer Protection in the Context of Electronic 
Commerce35. This document provides additional 
practical guidance to governments, businesses 
and consumers on the operation of the OECD 
Guidelines. It describes a series of hypothetical 
online shopping situations and indicates, amongst 
other things, whether information is appropriately 
signposted and sufficiently accessible. 

4.5 Redress
If a problem arises in an e-commerce transaction, 
consumers require access to swift, inexpensive and 
effective avenues for redress. Traditional means of 
obtaining redress, such as litigation through the 
court system, often suffer from being relatively 
expensive to employ and slow in yielding results. 
Another difficulty faced by consumers is that much 
e-commerce is cross-border in nature, whereas 
most redress mechanisms are based on national 
jurisdictions36. However, progress on international 
B2C alternative dispute resolution (ADR) has been 
made by the private sector, particularly through the 
Global Business Dialogue on Electronic Commerce 
forum37.

In Australia, consumers often have access to 
redress through a range of non-traditional redress 
mechanisms as well as through the courts. Such 
alternative forms of dispute resolution (known as 
ADR) can bridge the gap between internal complaint 
handling by businesses and formal litigation. ADR 
is increasingly being used to resolve complaints 
cheaply, speedily and effectively. Examples of ADR 
mechanisms are industry-based dispute resolution 
mechanisms, online dispute resolution (ODR) 
services38, and chargeback facilities offered by 
credit card issuers. 

4.5.1 Chargebacks
Chargebacks are a common means for consumers to 
obtain redress when shopping online. Chargebacks 
allow a credit card holder who has paid for goods 
or services using the credit card to dispute 
certain or all aspects of the transaction through 
the card issuer. Chargebacks allow consumers to 
bypass legal proceedings and may encourage the 
cooperative resolution of consumer complaints 
by traders wishing to retain their status with the 
card company. Common reasons for chargebacks 
include: fraud; dispute over the quality of the 
merchandise; non-receipt of the merchandise by the 
card holder; and incorrect amounts being charged 
to the card.

Chargebacks can be time-consuming and 
potentially costly for small businesses. Therefore, 
legitimate businesses have strong incentives to take 
measures to minimise the potential for chargebacks 
to be issued. These include simple measures such 
as providing consumers with sufficient contact 
information on e-commerce websites to enable the 
consumer to resolve any issues directly with the 
merchant. 

4.5.2 Dispute Resolution in 
Electronic Commerce

The Australian Government’s Policy Framework 
recognised the importance of adequate redress 
to consumers. In it, the Government undertook to 
assess how best it could support the development 
of effective industry based dispute resolution 
mechanisms for e-commerce. In October 2001, 
the Expert Group on Electronic Commerce released 
a discussion paper entitled Dispute Resolution in 
Electronic Commerce39 that served as the basis for 
public consultation on the importance of dispute 
resolution mechanisms for B2C e-commerce.

The discussion paper considered the range of issues 
relevant to dispute resolution in e-commerce and 
focused on ways of obtaining redress for consumers 
when cross-border transactions encounter 
problems. The paper sought to examine the nature 
and extent of e-commerce consumer complaints 
and the role of governments, individual businesses 

35 The Best Practice Examples under the OECD Guidelines on Consumer Protection in the Context of Electronic Commerce are available 
on the Internet at www.olis.oecd.org/olis/2002doc.nsf/43bb6130e5e86e5fc12569fa005d004c/3b2fd5f3ef38740ec1256bbc0050ec39/
$FILE/JT00126337.PDF

36 Internationally, governments have worked together over the past decade on an agreement on cross-jurisdictional redress known as the 
draft Hague Convention on Jurisdiction and the Enforcement of Civil Judgments. This document is intended to harmonise the rules for 
cross-border litigation between private parties. In 2002, due to difficulties in reaching agreement on the Hague Convention, several 
governments formed an informal expert working group to draft a limited agreement with a narrow scope that would yield the most 
immediate benefits for international business. This draft agreement is intended to cover disputes arising over B2B contracts. 

37 The Global Business Dialogue on Electronic Commerce is a worldwide, CEO-led, business initiative, established in January 1999 
to assist in the creation of a policy framework for the development of a global online economy. The GBDe has worked towards an 
agreement with consumer groups on a common set of principles on which international ADR systems can be based. It is proposed that 
this agreement will be based on ADR guidelines first developed by the GBDe in 2001 and progressively refined in successive years. 
Guidelines developed by the GBDe during 2002 included recommendations for Internet merchants, service providers and governments 
on the use and development of ADR systems. Further information is available at www.gbde.org/adr.html.

38 In 2001, Consumers International released an inventory of online dispute resolution services for cross border B2C disputes entitled 
Disputes in Cyberspace 2001. The publication is available at www.consumersinternational.org/Publications/ViewADocument_search.asp
?langid=1&regid=135&ID=35

39 The discussion paper is available on the Internet at www.ecommerce.treasury.gov.au/.
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and industry associations in dispute resolution. A 
number of international initiatives in e-commerce 
dispute resolution were also examined.

The submissions received in response to the 
discussion paper suggested that e-commerce 
complaints represented a very small but growing 
area of overall consumer complaints. Most 
submissions supported the need to undertake 
further research on this issue. In light of these 
recommendations and the findings of related studies 
on ODR40, the Expert Group wishes to revisit the 
issue of consumer redress in the context of the 
review of the BPM. 

Currently, the BPM states that businesses should 
provide consumers with clear and easily accessible 
information on any independent customer dispute 
resolution mechanism to which the business 
subscribes. The BPM does not require businesses to 
subscribe to any such mechanism, although it does 
state that businesses should have internal complaint 
handling procedures and inform consumers of these 
procedures. While the BPM does not provide any 
guidance as to which jurisdiction a cross-border 
complaint should be heard, it does require that any 
law, jurisdiction or forum which is specified by the 
business be clearly and conspicuously disclosed to 
the consumer.

The Expert Group wishes to consult with interested 
parties on: the extent to which Australian online 
businesses are providing consumers with adequate 
redress mechanisms; the satisfaction of consumers 
in using them; and ways in which the Government 
can support the development of effective forms of 
consumer redress in e-commerce. 

4.6 M-commerce
Mobile phones have been rapidly adopted by 
Australians. They are a key technology, providing 
flexibility in the way individuals communicate 
and transact with businesses. To date, they have 
been mainly used for voice applications and short 
message services (SMS) and their use as an 
Internet enabling device has been limited. 

However, improvements in the rates at which data 
can be carried by mobile networks and the move to 
broadband services promise to greatly enhance the 
functions and services available to consumers when 
using their mobile phones. These improvements are 
embodied in the ‘2.5 generation’ mobile services 
and to a greater extent in ‘third generation’41 mobile 

services that are currently being introduced, and in 
the ‘fourth generation’ services that are now being 
developed. 

These technological advances and improvements 
are likely to lead to the growth of m-commerce. 
M-commerce is regarded as a subset of 
e-commerce and refers to electronic transactions 
carried out via a mobile terminal such as a phone, 
a personal digital assistant (PDA), or a laptop 
configured for wireless access to the Internet. 

While mobile phones (in particular) and PDAs are 
the devices likely to be most commonly used in 
m-commerce transactions, another technology 
with considerable potential for m-commerce is 
WiFi. Although not a true mobile technology, WiFi 
does permit fast wireless access to the Internet 
within particular locations and, in principle, will 
allow equipment to be completely interoperable, 
regardless of the brand or the type of terminal. 
WiFi ‘hotspots’ have begun to appear in Australia, 
predominantly at cafes, airport lounges and hotels. 

M-commerce is expected to have a range of 
applications, including in mobile entertainment, 
location based services, financial services, 
information services, payment services, security 
systems monitoring, and gambling. Consequently, 
m-commerce extends beyond traditional telephony 
and represents a convergence of communications 
and transaction services. 

While m-commerce presents significant 
opportunities for consumers and businesses, it 
may pose new consumer protection challenges, 
particularly in the following areas.

� Security

 Memory limitations, bandwidth constraints 
and various network configurations can 
impair the security of a mobile transaction. 
Consumers making macro-payments must 
have confidence in the authentication, 
integrity, and authorisation of mobile online 
credit card transactions. In addition, as 
m-commerce transactions are conducted 
anonymously through mobile devices, proof 
of identity and the risk of fraud are matters 
of potential concern42. The convergence 
of mobile phones, PDAs and electronic 
wallets may raise the risk of identity theft. 
The challenge for policy makers will be to 
determine how best to support the efforts 
of industry in developing secure payment 
methods for m-commerce.

40 The Consumers International, Disputes in Cyberspace 2001 report, concluded that many online dispute resolution service providers 
need to improve their services in the areas of independence, transparency, and accountability. The report recommended that to be 
useful to consumers, ODR schemes need to: cover all types of B2C disputes; be offered at no or low cost to the consumer; be available 
for initiation by consumers; be visible, accessible, and easy to use; operate in a timely fashion; and produce results that satisfy the 
consumer’s need for redress. Finally, the report suggested that ODR providers need guidance when designing their services, and both 
businesses and consumers need benchmarks by which to judge the various ODR services available to them. 

41 3G is an International Telecommunication Union specification for the third generation of mobile communications technology. Essentially, 
3G services provide increased bandwidth of up to 384 Kbps. Fourth generation mobile phones will offer even greater bandwidth that will 
facilitate high speed Internet access through the mobile phone.

42 The Australian Communications Authority currently regulates proof of identity issues in relation to customers of pre-paid mobile services 
under the Telecommunications (Service Provider – Identity Checks for Pre-paid Public Mobile Telecommunications Services) 
Determination 2000.
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Section 4.1.2 of this paper contains a more 
general discussion of payment security issues 
in e-commerce. 

� Payment and Contractual Models

 The use of m-commerce by consumers 
to make payments is at a very early stage. 
However, a range of new contractual 
relationships and business models are 
developing for the provision of m-commerce 
services43. These relationships can become 
complex, involving third party credit providers 
and other service providers in addition to the 
telecommunications service provider. A lack 
of clarity could arise between the consumer’s 
telecommunications service provider and 
other application service providers over their 
service quality obligations to the consumer. 
It is therefore important that m-commerce 
contractual arrangements are transparent to 
consumers.

� Privacy and Marketing

 Wireless devices present new challenges 
due to their mobility and the amount of 
individualised and personal information 
generated by their use in m-commerce, 
including payment information and details 
of shopping patterns. The wireless network 
can be used to determine a consumer’s 
approximate location at any time and to 
foresee their likely destination. This capability 
enables the delivery of so-called ‘location-
based services’, in which advertising and 
other information that is pertinent to the user’s 
immediate surroundings is sent to the wireless 
device. Coupled with the ability of the devices 
to collect personal information, this raises 
issues of privacy, security and consent.

 Of these issues, one of the most significant 
is likely to be the use of mobile networks 
to deliver spam to consumers. To date, 
SMS spam has not been a major concern 
in Australia, presumably due to the costs 
incurred by the sender. As costs fall this 
may change, and there is already anecdotal 
evidence44 of increasing SMS spam in 
Australia. A related issue is potential 
accidental charging for user information SMS. 
The challenge for policy makers is to ensure 
that consumers’ existing rights to privacy 
continue to be protected when they engage in 
m-commerce transactions. 

 Section 4.3 of this paper discusses the issue 
of information privacy in e-commerce more 
broadly.

� Disclosure

 The relatively small size of mobile phone 
handset screens, their limited memory and 
general inability to facilitate hard copy storage 
may constrain the provision of contractual 
and other information relevant to transactions. 
Policy makers need to ensure that consumers 
are as well informed when transacting via 
m-commerce as they are when engaging in 
other forms of commerce. 

 Issues of information disclosure in 
e-commerce are discussed more broadly in 
section 4.4 of this paper. 

� Dispute Resolution Mechanisms 

 As in conventional forms of commerce, it 
is important for consumers to have their 
m-commerce complaints and inquiries dealt 
with fairly and effectively. The emergence of 
new contractual relationships in m-commerce 
means that consumers may not be aware of 
the avenues of redress available to them in 
their dealings with service providers. It will be 
important for consumers to be fully informed 
of their rights and any available redress 
mechanisms when engaging in m-commerce. 

 The broader issue of redress in e-commerce is 
discussed in section 4.5 of this paper.

In keeping with the principle of functional 
equivalence and technology neutrality identified in 
the Australian Government’s Policy Framework, it 
will be important to ensure that consumers engaged 
in m-commerce transactions are afforded at least 
the same level of protection as in other forms of 
commerce. This will involve addressing those 
consumer protection issues which are unique to 
m-commerce, some of which are described above. 

The Government and industry will need to effectively 
respond to these challenges while not stifling 
business innovation in what is a rapidly evolving 
transaction medium. Self-regulatory initiatives are 
likely to be important in achieving this goal.

An important contribution in this regard has 
been the development in Australia of a number 
of self-regulatory schemes which cover wireless 
messaging. In June 2003, the ACA registered 
the Short Message Service (SMS) Issues 
Industry Code of Practice45, which promotes the 
responsible use of SMS for marketing purposes. 
Telecommunications carriers can face penalties if 
they fail to comply with an ACA direction to abide 
by the code. 

Also in June 2003, ADMA released its Mobile 
Marketing code46, which regulates message content 
and content providers. The ADMA code requires its 
members to gain the express consent of consumers 

43 M-commerce payments are usually described as being either micro-payments or macro-payments. Micro-payments are those where 
the consumer is billed by the mobile service provider and typically relate to low value transactions such as the purchase of ring-tones. 
Macro-payments are usually made by credit card and are used for more expensive purchases.

44 For further information refer to The Spam Problem and How it Can be Countered, National Office for the Information Economy, 2003.
45 The Short Message Service (SMS) Issues code is available on the Internet at www.aca.gov.au/telcomm/industry_codes/codes/

abtem21.htm
46 The Mobile Marketing code is available on the Internet at www.adma.com.au/asp/index.asp?pgid=3494
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before sending mobile marketing messages, 
and contains guidelines for mobile marketing to 
children. Compliance with the code is mandatory for 
all ADMA members and is monitored by the ADMA 
Code Authority, an independent body made up of 
consumer and industry representatives. 

4.6.1 The BPM and M-commerce
The BPM is a self-regulatory initiative for protecting 
consumers in B2C e-commerce. As m-commerce 
is a subset of e-commerce, the provisions of the 
BPM are potentially relevant to transactions carried 
out via mobile devices. However, the BPM was 
introduced at a time when consumers primarily 
accessed the Internet via their PCs, and its guidance 
principles may not be completely transferable to 
m-commerce technology. 

Many of the BPM’s principles encourage businesses 
to provide consumers with adequate information 
upon which to base their purchasing decisions. 
When a consumer accesses a B2C website via a PC 
there is ample space to disclose such information. 
However, the small screen size of mobile handsets 
and PDAs poses problems for information 
disclosure. The BPM may therefore need to be 
augmented with advice as to how its information 
disclosure requirements can be satisfied when small 
screen devices are used.

In addition to information disclosure, m-commerce 
may pose new challenges for consumers and 
businesses in the areas of privacy, security, 
payment, content restrictions for minors, direct 
marketing and redress. These issues may require 
appropriate treatment in the relevant provisions of 
the BPM. 

The Expert Group is seeking comments on whether 
and how the BPM should be modified to ensure its 
relevance to m-commerce. Interested parties are 
also encouraged to provide suggestions on other 
ways in which a robust framework for consumer 
protection in m-commerce can be achieved.

4.7 Questions for Discussion 
on Current and Emerging 
Consumer Challenges

Questions for Consumers:
Scams and Security
15 How do you safeguard yourself against online 

scams? 

16 Are you aware of the potential risks of using 
broadband services? If so, what tools and 
practices do you employ to protect yourself?

Unsolicited Commercial E-mail
17 Are you concerned about the amount of spam 

you receive? What tools and practices do you 
employ to minimise the amount of spam you 
receive? 

Privacy
18 Are you aware of data harvesting devices used 

on the Internet that can potentially undermine 
your privacy, such as cookies, web-bugs and 
clickstream technologies? If so, how have you 
addressed these concerns? 

19 In your experience, do Australian online 
businesses provide adequate information 
about the way in which they handle personal 
information?

Information Disclosure
20 When shopping online have you been able to 

easily locate important pieces of information 
such as privacy and returns policies?

Redress
21 Do you have greater confidence in purchasing 

from those online businesses that offer access 
to external ADR mechanisms?

22 Does the availability of chargebacks generally 
give you greater confidence when purchasing 
online?

M-commerce
23  Do you have any concerns about using m-

commerce services?

24  To what extent are you aware of the terms, 
conditions and charges that apply to mobile 
devices? Can you suggest any ways of 
improving business disclosure of terms, 
conditions and charges?
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Questions for Businesses:
Scams and Security
25  What security challenges, if any, have you 

faced in dealing with your customers over the 
Internet? How has your business responded to 
these challenges?

26 In your opinion does the BPM offer valuable 
guidance in the area of security? 

27 What initiatives, aside from the BPM, do you 
consider are necessary to address consumers’ 
security concerns in e-commerce? 

Unsolicited Commercial E-mail
28 How has your business responded to 

consumer concerns regarding spam?

Privacy
29 What challenges, if any, have you encountered 

in ensuring the privacy of your customers’ 
information supplied to you over the Internet? 
How has your business responded to these 
challenges?

30 What initiatives, aside from the Privacy Act 
and the BPM, do you consider are necessary 
to address consumers’ privacy concerns in 
e-commerce?

Information Disclosure
31 What challenges, if any, have you faced 

in disclosing information to your online 
customers? How has your business responded 
to these challenges?

32 Does your business require guidance on where 
to disclose and signpost information?

33 Does your business require practical guidance 
on how to comply with the information 
disclosure requirements of the BPM?

Redress
34 What challenges, if any, have you experienced 

in the area of redress for your online 
customers? How has your business responded 
to these challenges?

35 What additional guidance and support do you 
believe you require to develop appropriate 
redress mechanisms?

M-commerce
36 What do you consider to be the challenges in 

dealing with your customers over the wireless 
Internet? How has your business responded to 
these challenges?

37 What practical steps can the Government take 
to support businesses so that consumers have 
confidence when engaging in m-commerce?
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Conclusion

The Expert Group has been asked to advise the 
Australian Government on ways in which it can 
effectively respond to these ongoing and emerging 
online consumer policy challenges, including an 
examination of the appropriate mix of legislative and 
self-regulatory responses. Following consultation, 
the Expert Group will report to the Australian 
Government. This report will be available to the 
public.

Consumers, businesses, and other interested parties 
are encouraged to participate in this review process.

The Government has undertaken to ensure that 
Australians engaged in e-commerce enjoy a 
world-class consumer protection environment. 
The competitive position of Australian businesses 
will also be strengthened as Australia develops an 
international reputation as a centre of excellence for 
B2C e-commerce.

The BPM represents the Government’s key 
self-regulatory initiative in B2C e-commerce 
consumer protection. A self-regulatory approach 
has been adopted in this area, due to the rapid 
evolution of online markets and of the technologies 
that support them. The BPM is also underpinned 
by a robust legislative framework for consumer 
protection, which safeguards the interests of 
consumers when shopping online in the same way 
that it governs conventional retail transactions.

Since the BPM was released in May 2000 there 
have been several significant developments to 
the technologies and market relationships that are 
important in B2C e-commerce. In addition, there 
is an ongoing need for government and industry to 
effectively address a range of consumer protection 
issues that are of ongoing concern to consumers 
engaging in e-commerce.

5.0



28

Appendix A: International 
Approaches to B2C E-commerce 

Consumer Protection

an itemised price; and the terms and conditions of 
the purchase. Online merchants must also provide 
consumers with a right to cancel the purchase 
before accepting delivery.

New Zealand
In 2000, New Zealand launched a model code for 
consumer protection in e-commerce based on the 
Australian BPM and the OECD Guidelines. The New 
Zealand model code mirrors the provisions of the 
BPM with two exceptions, namely that it contains no 
provisions relating to unsolicited commercial e-mail 
or disability access. As with the BPM, the New 
Zealand model code is complemented by legislation 
that provides consumers with avenues for redress 
outside self-regulatory schemes.

The New Zealand Ministry of Consumer Affairs has 
worked with industry associations to assist them 
in incorporating the provisions of the model code 
in their industry codes of practice. For example, 
The Ministry worked with the New Zealand Direct 
Marketing Association as it redrafted its code of 
practice to attain consistency with the model code.

United Kingdom
The UK has undertaken a number of consumer 
protection initiatives that are consistent with the 
OECD Guidelines. Chief of these is the TrustUK 
initiative, which was jointly developed by 
government, business and consumer organisations 

In recent years OECD member countries have 
pursued a range of initiatives, consistent with the 
OECD Guidelines, to enhance consumer protection 
in e-commerce. These have included government 
and private sector development of B2C e-commerce 
codes of conduct, self-regulatory programs and trust 
mark47 schemes. The work undertaken in four OECD 
countries is described below, and is contrasted with 
the Australian approach to implementing the OECD 
Guidelines through the development of the BPM.

Canada
In January 2003, the Canadian Government released 
its draft Canadian Code of Practice for Consumer 
Protection in Electronic Commerce48. The draft 
Canadian code is generally consistent with the 
Australian BPM. However, the Canadian code 
differs from the BPM in several areas. In particular, 
the draft code offers additional guidance in the 
areas of signposting49, consumer records, product 
descriptions, and business errors.

Like the BPM, the Canadian code is underpinned 
by legislation. Of particular note is the Canadian 
Internet Sales Contracts Harmonisation Template 
Act, which contains rules that must be added to 
provincial fair trading legislation. The Act requires 
an online merchant to disclose, amongst other 
things: its business name; telephone and facsimile 
number; a fair and accurate description of the 
product being offered; details of any warranties; 

47 Trust marks are accreditation schemes established to promote good online practices.
48 The draft code is available on the Internet at www.strategis.ic.gc.ca/SSG/ca01180e.html. Pilot testing of the code was conducted by 

a number of industry sectors from January to July 2003. A revised version of the Canadian code will be available for endorsement by 
interested parties from July to September 2003.

49 Signposting in this context refers to the positioning of information on a website to ensure that is easily accessible by consumers. 
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and was launched in July 2000. This trust mark 
scheme accredits codes of conduct for e-commerce 
that reach an agreed minimum standard. Initially, 
three codes were accredited: Which?Web Trader50 
and the codes of the Direct Marketing Association 
and Association of British Travel Agents. To date, no 
further codes have been accredited.

The UK has also enacted e-commerce regulations 
based on the European Commission’s E-commerce 
Directive. The Directive covers all services 
conducted over the Internet. Online businesses 
must make available basic information concerning 
their activities including their name, address, e-mail 
address and Value Added Tax number. 

The Consumer Protection (Distance Selling) 
Regulations 2000 provide further protection for 
consumers in the UK. They were introduced in order 
to implement the European Commission’s Distance 
Selling Directive of 1997. The Regulations apply to 
any supplier (whether or not based in the UK) that 
sells goods or services to consumers in the UK. 
They are intended to be broad enough to cover the 
full range of mediums for commerce, including the 
Internet. Consumers are entitled to clear, written 
information about products on offer both before and 
after a purchase, a ‘cooling off’ period during which 
an order can be cancelled without any reason, and a 
full refund if the goods or services are not provided 
by the date agreed.

United States
In the US, several trust mark schemes have evolved 
without government involvement. Some of the most 
prominent of these are Truste, Webtrust and the 
Better Business Bureau Online. 

The US Federal Trade Commission (FTC) was 
also active in establishing econsumer.gov, an 
initiative designed to gather and share information 
on cross-border e-commerce complaints. It was a 
response to the challenges posed by multinational 
Internet consumer fraud. The FTC is working 
with other countries on a pilot project to link the 
econsumer.gov initiative with alternative dispute 
resolution (ADR)51 services for consumers. 

Consumer Education
A common aspect of the approach to consumer 
protection in e-commerce by OECD member 
countries has been consumer education. The 
governments of Australia, Canada, Japan, New 
Zealand and the US have developed education 
material based upon the OECD Guidelines. In 
Australia, consumer education resources have been 
developed which reflect the principles of the BPM, 
as described in section 3.4 of this paper.

In several countries, websites have been employed 
to inform consumers and businesses on effective 
consumer protection in e-commerce. In the US, 
the FTC has developed a variety of business and 
consumer education materials that are available 
from the FTC website52. Similarly, in Canada, a 
consumer portal named the Canadian Consumer 
Information Gateway53 was created to provide easy 
access for consumers to comprehensive consumer 
information from twenty-five Canadian Government 
agencies. 

50 Which? Web Trader was established by the Consumers’ Association in the UK, but was closed in January 2003. The Direct Marketing 
Association is currently considering establishing a replacement scheme, which would accommodate former Which? Web Trader 
members.

51 ADR refers to redress mechanisms that represent alternatives to formal legal mechanisms such as litigation through the court system.
52 The FTC website is at www.ftc.gov
53 The Canadian website is at www.consumerinformation.ca/
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Appendix B: International Enforcement 
and Cooperation

Econsumer.gov
In April 2001, ICPEN unveiled econsumer.gov, an 
initiative designed to gather and share information 
on cross-border e-commerce complaints. It is a 
response to the challenges posed by multinational 
Internet consumer fraud. 

Econsumer.gov has two components: a 
multilingual public website, and a government, 
password-protected website. The public website 
(www.econsumer.gov) provides general information 
about consumer protection in participating ICPEN 
countries, contact information for consumer 
protection authorities in those countries, tips for 
safe online shopping and an online complaint form. 
All information is available in English, French, 
German, Korean and Spanish. 

Using the existing Consumer Sentinel network (a 
database of consumer complaint data and other 
investigative information operated by the US 
FTC), incoming complaints are shared through the 
government website with participating consumer 
protection law enforcement agencies.

OECD Cross-Border Fraud Guidelines
In June 2003, OECD members agreed to a 
framework for co-operation in protecting consumers 
against cross-border fraud and deceptive 
practices, particularly on the Internet. The new 
OECD Guidelines for Protecting Consumers from 
Fraudulent and Deceptive Commercial Practices 
Across Borders54 build on the OECD Guidelines 
for Consumer Protection in the Context of 
Electronic Commerce and on a number of bilateral 
arrangements already in place between OECD 
member countries. 

ICPEN
The International Consumer Protection and 
Enforcement Network (ICPEN) is made up of the 
consumer protection law enforcement authorities 
of 31 countries, most of which are members of 
the OECD. The ACCC is a member of ICPEN. Its 
mandate is to generate and share information 
and intelligence on cross-border commercial 
activities that affect consumer interests, and to take 
cooperative action to combat cross-border breaches 
of consumer protection laws. The main objective of 
ICPEN is to facilitate practical action to prevent and 
provide redress for deceptive cross border marketing 
practices.

ICPEN conducts annual Internet surveys or 
‘sweeps’ to target fraudulent and deceptive conduct 
emerging on the Internet. Sweeps enable law 
enforcement agencies to use the Internet to help 
ensure that unscrupulous marketers do not destroy 
the credibility and viability of this medium for 
commerce. 

Past sweeps have involved wide participation 
by member organisations. Participants ‘surf’ the 
Internet to identify sites that exhibit potentially 
deceptive or fraudulent practices. The first few 
sweeps focused on sending a clear message that 
online activities were being monitored, and resulted 
in about 25 per cent of suspicious websites being 
shut down. More recent sweeps have resulted in 
a range of activities by network members, such 
as litigation, the obtaining of consent orders and 
enforceable undertakings, out-of-court settlements, 
the issuing of warnings and education initiatives.

54 The guidelines are available on the OECD’s website at www.oecd.org/sti/crossborderfraud.
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The cross-border fraud guidelines are designed to 
assist governments to work together more effectively 
in preventing and combating cross-border consumer 
problems. They set out broad principles for 
international co-operation and specific provisions 
covering notification, information sharing, and 
assistance with investigations. The guidelines 
also cover issues concerning the authority of 
consumer protection enforcement agencies, invite 
private-sector co-operation, and set the stage for 
future work on the issue of consumer redress. 
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Appendix C: The BPM’s Guidance 
Principles

In relation to commercial e-mail, the BPM adopts 
a qualified ‘opt in’ approach. This means that 
businesses should only send such e-mail to people 
with whom they have an existing relationship and 
those who have requested it. Businesses should 
also have simple unsubscribe procedures so 
consumers can indicate that they do not wish to 
continue receiving commercial e-mail. 

Engaging with Minors
Businesses should take special care in advertising 
or marketing that is targeted at children. Businesses 
should take reasonable steps to establish if the 
consumer is under 16 years of age and, if so, 
should receive the consent of the child’s parent or 
guardian. 

Information (Identification and 
Contractual)
Businesses should provide consumers with accurate 
and easily accessible information that identifies 
the business and allows prompt, easy and effective 
communication with the business. Amongst other 
things, the Corporations Act 2001 requires that a 
corporation’s website used to conduct commercial 
transactions should display its Australian Company 
Number or Australian Business Number.

Businesses should provide enough information 
about the terms, conditions and costs of a 
transaction to enable consumers to make informed 
decisions. They should provide all information 
online which they are required to provide offline 
either by law or by any relevant code of practice to 
which they subscribe.

The BPM provides guidance to businesses on best 
practice in consumer protection in e-commerce. 
The BPM’s guidance principles cover a range of 
areas, which are discussed below along with the 
legislation underpinning the principles. The full text 
of the BPM is available on the Internet at 
www.ecommerce.treasury.gov.au.

Fair Business Practices 
Businesses should adopt fair trading practices 
when engaging in B2C e-commerce. In particular, 
businesses must comply with the TPA, the 
Australian Securities and Investments Commission 
Act 1989 (which covers financial services and 
mirrors provisions of the TPA) and State and 
Territory fair-trading legislation. 

Accessibility
Businesses should ensure that the electronic 
delivery of goods or services can be achieved 
without specialised software or hardware, unless 
the requirement for such specialised software or 
hardware is made clear to the consumer beforehand. 

Disability Access 
In accordance with the Disability Discrimination 
Act 1992, businesses have to make reasonable 
adjustment in the provision of goods and services 
to ensure that they are accessible to people with a 
disability. 

Advertising and Marketing
Businesses should ensure that advertising material 
is clearly identifiable as such and be able to back up 
their advertising or marketing claims.
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Conclusion of Contract
Where appropriate, prior to the conclusion of the 
contract, businesses should give consumers the 
opportunity to advise them of the purpose for which 
they require the product or service or the result 
they wish to achieve. Businesses should also have 
procedures that let consumers review and accept 
or reject the terms and conditions of the contract; 
identify and correct any errors; and confirm and 
accept or reject the offer.

Privacy
Businesses should respect consumers’ privacy 
when dealing with personal information. The BPM 
states that, as a minimum, businesses must adhere 
to the Federal Privacy Commissioner’s National 
Principles for the Fair Handling of Personal 
Information. However, best practice in information 
privacy is now represented by the Privacy 
Commissioner’s National Privacy Principles (NPPs). 
The NPPs are contained in the Privacy Amendment 
(Private Sector) Act 2000, which came into effect in 
December 2001. 

Payment
Consumers should be provided with payment 
mechanisms that are easy to use and offer security 
that is appropriate for the transaction. Consumers 
should have access to information on ways of 
making payments and the security of those payment 
methods. 

Security and Authentication
Businesses should ensure that consumers have 
access to information about the security and 
authentication mechanisms the business uses that 
helps consumers assess the risk in relying on those 
systems. Businesses should also provide security 
appropriate for protecting consumers’ personal and 
payment information, and have in place suitable 
identification and authentication mechanisms. 

Internal and External Complaint 
Handling and Dispute Resolution
Businesses should establish suitable internal 
procedures to handle consumer complaints. 
Consumers should also be made aware of 
any independent customer dispute resolution 
mechanisms to which the business subscribes, as 
well as any relevant government body, such as a 
State or Territory fair trading body. 

Applicable Law and Forum
Where a business specifies an applicable law or 
jurisdiction to govern any contractual dispute or 
a jurisdiction or forum where disputes must be 
determined, it should clearly and conspicuously 
state that information at the earliest possible stage 
of the consumer’s interaction with the business. 
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Appendix D: Internet Surveys

complete experience of using each site, ordering 
and receiving the goods, and then returning them 
for a refund. 

The survey found that many websites failed to 
provide consumers with information on the total 
cost of the transaction, its terms and conditions and 
any geographical restrictions. However, the survey 
results did note some improvements since 1999 
with more websites providing information about the 
availability of goods, offering returns policies and 
delivering goods more swiftly. 

Consumers International: Credibility 
on the Web Survey (2002)
Between April and July 2002 a project team 
from 13 countries, coordinated by Consumers 
International, assessed 460 websites using criteria 
covering the accessibility of information, quality of 
information and business practices. 

The survey found that many websites failed to 
provide adequate information on the ownership of 
the site, the quality of the information contained on 
the site (namely, how up to date and comprehensive 
it was), how personal information collected through 
the site would be used, and the steps that would be 
taken to protect personal information.

The survey also found that more than a quarter of all 
websites surveyed provided no contact address and 
a third did not provide a contact telephone number. 
Furthermore, more than half of all the websites 
surveyed contained no information on how up to 
date their information was. Less than two thirds of 
those websites that collected personal information 
informed users of a privacy policy that governed 
how such information was used and protected. 

Internet surveys provide a useful insight into the 
practices of online retailers, including the extent to 
which their e-commerce practices are consistent 
with the principles of the BPM (in Australia) and 
the OECD Guidelines (overseas). Some of the more 
relevant studies include the ICPEN International 
Internet Sweep Day (2001), the Consumers 
International Shopping Online survey (2001)55 and 
the Consumers International Credibility on the Web 
survey (2002).

ICPEN: Internet Sweep (2001)
The ICPEN conducts an annual Internet sweep, 
which involves assessing websites against 
specified criteria and represents a global effort in 
law enforcement co-operation. Participants in the 
2001 sweep assessed websites against the OECD 
Guidelines, upon which the BPM is based. 

The sweep revealed that the disclosure of business 
contact details among Australian online retailers 
was very high. However, there was scope for 
improvement in the areas of cost itemisation and 
the posting of policies on refunds, exchanges and 
privacy. Australian retailers also had low compliance 
in relation to the disclosure of geographic 
restrictions on purchases and minimum age 
requirements. 

Consumers International: Shopping 
Online Survey (2001)
In late 2000 and early 2001, Consumers 
International coordinated a team of researchers from 
15 consumer organisations who placed over 400 
orders for goods and services through B2C websites 
around the world. The researchers recorded the 

55 Information on this survey is available at the Australian Consumers’ Association website www.choice.com.au. 
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Glossary

Dial-up
relates to network client access to a LAN or 
WAN via telephone lines. 

Electronic commerce
commercial activities that are carried out 
through electronic networks including the 
promotion, marketing, sale, order and delivery 
of goods or services.

Expert Group on E-commerce
a group of professionals involved in 
e-commerce related industries appointed by 
the Parliamentary Secretary to the Treasurer 
with the intent of providing advice on e-
commerce related policy.

Goods and services
the full range of consumer purchases whether 
delivered physically, electronically or by any 
other means.

Hacking
the process of gaining unauthorised access to 
computer systems for the purpose of stealing 
and corrupting data. 

Mobile commerce
a subset of e-commerce and refers to 
electronic transactions carried out via a mobile 
terminal such as a phone, a personal digital 
assistant, or a laptop configured for wireless 
access to the Internet. 

Modem jacking
a technique used to alter the Internet access 
and Internet Service Provider of victims 
without them being aware of it. 

Account aggregators
online services that collect data from 
individuals’ multiple financial accounts and 
upload it to a single location on the Internet.

APEC
Asia-Pacific Economic Cooperation - a forum 
for facilitating economic growth, cooperation, 
trade and investment in the Asia-Pacific 
region. APEC has worked to reduce tariffs and 
other trade barriers across the Asia-Pacific 
region. See www.apec.org.

Bandwidth
the amount of data that can be sent through a 
given communications circuit per second.

Broadband
a high bandwidth connection to a network 
which is always on.

Business
any legal entity in a commercial or 
professional capacity that sells goods or 
services to consumers directly or indirectly.

Clickstream
the virtual path or trail a user makes when 
surfing a website or the Internet. Clickstream 
analysis allows marketers to determine 
consumers’ usage patterns.

Consumer
a natural person who seeks, acquires or uses 
goods and services for personal, family or 
household use.

Cookie
a mechanism that allows a website to record 
consumers comings and goings, usually 
without the consumer’s knowledge or consent.
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WiFi

short for wireless fidelity and is meant to be 
used generically when referring to an over-the-
air interface between a wireless client and a 
base station or between two wireless clients.

Worm
a program or algorithm that replicates itself 
over a computer network and usually performs 
malicious actions, such as using up the 
computer’s resources and possibly shutting 
the system down.

ODR
Online Dispute Resolution – Alternative 
dispute resolution services offered entirely by 
electronic means. 

OECD
Organisation for Economic Cooperation and 
Development – International organisation 
that provides a forum for discussion on 
issues of economic and social policy. See 
www.oecd.org. 

Opt-in
advertising approach, in which businesses are 
able to send commercial e-mail to consumers 
who have expressed a desire to receive such 
e-mail.

Opt-out
advertising approach, in which businesses are 
able to send commercial e-mail to consumers 
until they indicate that they do not wish to 
receive such mail.

SET
a standard that enables secure credit card 
transactions on the Internet.

Signposting
the positioning and referencing of information 
on a website. 

Spam
unsolicited commercial advertisements or 
messages distributed online. 

Spoofing
forgery of an e-mail header so that the 
message appears to have originated from an 
entity or location other than the actual source.

Spyware
software that monitors and transmits what 
consumers are doing on the Internet without 
their consent.

Trust mark (Webseals)
hallmark that businesses can display on 
their website when specific criteria regarding 
trading practices have been met.

Virus
a program or piece of code that is loaded onto 
a computer without the users’ knowledge.

Web-bug 
a piece of code that, when embedded in a 
message, may be used to send unauthorised 
information about users offsite.

Web-casting
a real-time transmission of encoded video 
under the control of the server to multiple 
recipients who all receive the same content at 
the same time.


